
s1: Sender MUA

r1: Receiver MUA

s2: Sender MUA

forwarding service

mailing list

submission
server MTA1

outbound
server MTA2

MTA5

intermediate
relay

MTA4
receiving MX server

MTA9

MTA6

message store

MTA10

transparent proxy

MTA3Sender’s home ISP

Receiver’s ISP

toad.com

Roaming Scenario

port 25
intercept!

common virus route

normal route

port 25
relaying

apparent forgery

apparent forgery

forwarders
need to
rewrite
sender
address

Good Bad Ugly

mailing lists
already rewrite

envelope sender

local submission
can be AUTH or just

trusted client IP

submission
to home using

SMTP AUTH
port 25 or 587

explicit
configuration


